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INTRODUCTION

In 2017, The Economist published an article
informing the world that oil was replaced by
data as the most valuable resource in the
world.* While much discussion has centered
on the negatives of data being the “new oil,”
there are legitimate positives in how data can
improve the world.? From advanced imaging
technology in aircrafts to machine learning
systems able to detect various cancers in the

human body, the benefits of this renewable
resource seem almost endless.® However,
not all data is created equal.*

As data usage continues to explode and
leads society to the increased awareness

of how their data is being stored, it begs the
question of how consumer information data
can be used, and what rights consumers have
regarding the use of their data.> Data privacy
refers to the idea that people should have
control over their personal data, including
the ability in deciding how businesses
collect, store, and use their data.® Today,
twenty states have passed comprehensive
data privacy laws in the United States.”



Leading experts in both the data privacy industry and the gaming
industry have commented on the impact and cost of data privacy
laws on sports betting (“betting” or “wagering”).% With the increase
of state-level data privacy laws to protect consumers’ data,
corporations must maintain a compliant framework to carefully
collect and process consumer data.” However, the United States
does not have a single comprehensive federal law to regulate how
corporations can collect, store, or share customer data.! Why is this
important? Unless a state has its own extensive data privacy law,
notwithstanding industry standards, companies (1) can use, share,
and sell any collected data without notifying the individual, (2) are
not required to notify if data is breached or exposed to unauthorized
parties, and (3) that share personally identifiable information to third
parties are not required to provide notification when that third party
further sells or shares that data.!! With the absence of a federal
national standard for data protection, the regulatory landscape
surrounding data privacy in sports betting is complex and
multifaceted. In turn, operators usually adopt the strictest
standard across all of its businesses.

Interestingly, various state gaming regulators (“regulators”) that
approve and implement data privacy rules imposed on wagering
operators (“operators”) do so by following some guidelines set by
data privacy acts including the California Privacy Rights Act
(“CPRA”) and the Colorado Privacy Act (“CPA”).'> When it comes
to betting, inputting personally identifiable information (“PII”) and
other forms of data including financial and banking information is
unavoidable. For a variety of purposes from identity verification (to
prevent fraud and money laundering) to age and location verification
(to confirm legality), there are valid reasons why personal data is
obtained during the registration process.'> However, the data
collected does not stop there. Beyond an athlete’s performance
data,'* wagering data including a bettor’s habits, preferences, and
even frequency of placing bets is collected by the casino or online
mobile betting site.!> Due to the valuable nature of the data
collected, protection and security are a top concern for operators
and regulators.

Data security in the gaming industry is especially important due to
its vulnerability to cyber-attacks.!® One of the most prominent
cyber security attacks was in 2014.!7 Las Vegas Sands Corporation
was the victim of a cyber security attack where consumers’ credit
card information, driver’s license numbers, and social security numbers
were stolen.'® More recently, in September 2023, MGM Resorts
International was the victim of a nearly two-week-long cyber-attack,
which has resulted in a negative impact on the corporation of roughly
$100 million.' During this attack, MGM Resorts determined that a
hacking group obtained PII of up to 200 million guests including
names, gender, dates of birth, contact information, social security
numbers, and driver’s license numbers.?°

Ironically, CSO Online published an article one week before this
cyber-attack detailing how data thefts caused by weak security,

cover-ups, and avoidable mistakes have cost corporations nearly
$4.4 billion and counting.?! Betting involves data security risks to
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not only wagerers’ data, but also to official sports data,
most commonly associated with player performance and
live-game results to collect, process, monitor, and deliver
data to operators, which, due to the sheer volume and
diversity of data sources has seen nearly 70% of
sporting organizations hit by at least one cyberattack
annually.?? In light of the pressing issue of data privacy
and protection, specifically in betting, I will advocate
for the utilization of artificial intelligence (“AI”) as an
effective solution to address the underlying challenges
faced by both regulators and operators. Through a
comprehensive analysis of protection models, I will
demonstrate that Al offers a viable approach in
addressing data privacy regulation concerns while
upholding the principles of fairness and integrity within
the legal framework. Furthermore, I will outline key
steps for the successful use of Al in betting and while
addressing certain risks, ultimately supporting the
conclusion that its use is necessary to advance the
interests of regulators and improve the overall
effectiveness of data protection.

THE REGULATION OF SPORTS BETTING
DATA IN THE UNITED STATES

As mentioned above, in the United States, data privacy
and security regulation is governed by a cluster of data
protection laws addressing privacy and security needs
of specific types of data.?? Since it is currently up to
state laws to provide data protection legislation,
protection measures, data governance, and reach
varies from one law to the next.>* The lack of a
comprehensive federal framework on the collection

of personal data by organizations has created some
difficult data privacy challenges, because of its outdated
“notice and consent” framework, increased scrutiny
and compliance requirements, and the narrow reach of
state privacy laws effect on organizations that operate
across state lines.?’> One of the biggest challenges of
data privacy and security is the mass volume of data
being collected in the sports betting industry.*® In
maintaining trust and integrity, operators have
prioritized the protection of bettors’ data in the
following three categories: (1) customer data, (2)
banking and financial data, and (3) wagering data.

0 Customer Data

In the sports betting industry, customer or
bettor data includes PII, account information.
It may also include other personal information,
including browsing history, spending,
demographic data, and behavioral
information.?” PII is any information that
identifies, links, relates, or is unique to or

describes an individual.?® Examples of PII
include age, Social Security numbers, personal
phone numbers, and other demographics.?’ On
the flip side, non-PII is data that, on its own,
cannot be used to identify or trace a particular
person.?? Examples of non-PII include device
IDs, IP addresses, and cookies. Whereas,
gender and job titles are linkable information,
which “on its own may not be able to identify a
person, but when combined with another piece
of information could identify, trace, or locate a
person.”3! If information considered non-PII,
when paired with other information already in
the public domain, may be used to identify a
specific person, that non-PII turns into PIL.3?

A bettor’s account information refers to the
information used to set up their online wagering
account.>®> Account information includes
personal details including full name, gender,
date of birth, social security number, full
address, mobile number, and email address.>*
Currently, Nevada remains the only state with
legalized wagering to require bettors to manually
verify their identity at a physical sportsbook.?*
Outside Nevada, most operators are able to
verify a bettor’s identity automatically using
the provided account information combined
with software matching technology to ensure
public records match.?® Regardless if a bettor’s
account information is e-verified or manually
verified, a bettor cannot begin betting until
their account information is verified by

the operator.’”
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9 Banking and Financial Data

Once a bettor sets up their wagering account
with their personal data, the next step is choosing
a banking option to fund their account. Deposit
options typically accepted by the majority of
online betting sites include credit/debit cards,
e-wallets, prepaid cards, online bank transfers,
and bank wire/checks.?® While deposits via
credit cards are allowed in some states, nearly
half a dozen states have banned the use of credit
cards for betting.’® Lawmakers’ reasoning for
the ban is simple: they believe the use of credit
cards to wager ties to problem gambling and
credit card debt.*® Additionally, some major
credit card issuers do not allow the use of credit
cards for wagering because of worries of illegal
gambling operators.*! Because of the worries
over banking and deposit methods in the
growing betting market, Al can be particularly
useful in promoting the creation and
execution of standardized procedures and
systems to recognize and reduce safety

and security threats.*?

9 Wagering Data

Operators offer wagers on the outcome of a
sporting event game (i.e., win or money line),
the score (i.e., over/under and point spread),
and special events (i.e., proposition bets).*3
Additionally, in-play or live betting allows
wagerers to place bets after a sporting event
has started and before its conclusion.** The
odds on all of these bets are driven by sports
data on all aspects of the players, teams,
contests, and leagues.*’ Traditional types of
sports data, including live in-game statistics
combined with newer technologies such as the
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advent of player wearables to measure player
biometric data creates even more data.*®
Because leagues argue their ownership interest
in official league data, operators and regulators
should consider carefully implementing
guidelines to protect data. Today, wagering
data operates on a “closed-loop” system, which
allows the gaming providers to be privy to the
bettor’s gambling habits.*”

THE USE OF PERSONALLY IDENTIFIABLE
INFORMATION IN SPORTS BETTING

As referenced above, PII is information that can be
used on its own or with other information to identify,
contact, or locate a person.*® There are two types
of PII: direct identifiers and indirect identifiers.*’
Direct identifiers typically determine a specific
person’s identity and include information such as

a passport number or driver’s license number.*°
Indirect identifiers are not unique and cannot on
their own identify a particular person, but a
combination of indirect identifiers can.’! Examples
of indirect identifiers include more general personal
details such as gender, race, and place of birth.*?

There are two distinctions within PII: (1) sensitive PII
and (2) non-sensitive PII.>3 Sensitive PII is “sensitive
information that directly identifies an individual and




could cause significant harm if leaked or stolen.”**

Some examples of sensitive PII include social security
numbers, biometric data, financial information such as
bank account numbers and credit card numbers, and
medical records.’®> Non-sensitive PII is “personal data
that, in isolation, would not cause significant harm to
a person if leaked or stolen.”*® Non-sensitive PII are
indirect identifiers including geographic details,
employment information, religion, IP addresses,
telephone numbers, and date of birth.>”

CURRENT PROTECTION MODELS
IN THE GAMING INDUSTRY

In the betting industry, most operators are required
to protect their users with two-factor or multi-factor
authentication.’® Two-Factor or Multi-Factor
Authentication (“2FA” or “MFA”) is “an authentication
framework that typically involves combining a user’s
username/password combination with an additional
authentication method.”’® In most states, 2FA is a
regulatory requirement for operators, but it is the
recommended best practice at a minimum.®® Currently,
phone-centric identity is the leading MFA choice for
operators because of the highly regulated nature of the
betting industry and the complexity of the use cases.®!

Beyond 2FA and MFA authentication, to the extent
they are not already doing so, operators can consider
following four key data privacy principles when
utilizing Al technologies: (1) inform consumers how

their data will be used and stored, (2) obtain consent
from consumers for the use and storage of their data,
(3) implement and follow a data retention policy, and
(4) adopt measures for data security.®? First, informing
bettors on what information is being collected and how
it will be used ensures a fair environment for operators
and bettors alike.®® Second, in order to best create this
fair environment, operators should ensure that bettors
consent to the collection and use, disclosure, or sale

of their data.®* Third, establishing comprehensive
data retention policies is necessary to secure the data
being collected from bettors.®® Lastly, implementing
measures designed to secure customer data and prevent
the loss or unauthorized access to such data is essential
to protect bettors’ PII, cultivate security awareness, and
evolve security practices as the operation grows.®

RECOMMENDATIONS FOR THE FUTURE
OF SPORTS BETTING AND DATA

Similarly to the future of almost everything else
connected to the internet and technology, operators
and regulators have identified Al as the future of
betting and data.®” The betting industry is constantly
evolving as new technologies, regulations, and trends
emerge that have a substantial impact on the

way patrons bet on sports.®® With technological
advancements such as virtual and augmented reality,
combined with the rise of e-sports and mobile betting,
the integration of Al into the industry could assist with
these expansions.®® Al can identify trends, patterns,
and anomalies in sports data at unmatched speeds
and levels of accuracy by utilizing algorithms and
predictive modeling.”® As far as the use of Al as a
protection model for data, Al algorithms can protect
personal information, maintain the integrity of
personal data, ensure compliance with privacy laws
and betting regulations, and safeguard IP related to
sports data.™

With the increased use of Al to assist the industry

in various ways, the question is to what extent is

PII inputted into Al systems and how secure is it?

For one, operators need to understand the legal
obligations related to data privacy.”? With regulations
promulgated by regulators and new privacy laws
being proposed such as the American Privacy Rights
Act (“APRA”), the biggest risk related to the use

of personal data in Al models is determining what
data may be protected by legal rights, contractual
agreements, or privacy policies.” In order to mitigate
these considerations and risks in data and Al, regulators
and operators should assess the possibility of infringing
third-party IP rights, implement a well-defined open-
source policy—a common practice for Al developers—
and monitor software usage within algorithms.” With
regard to privacy and IP considerations, depending on
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the type and context of the Al used, the methods for
training and inferring the AT algorithms may be eligible
for protection under IP laws.”® For example, Al
techniques used to generate live sports betting odds

or similar recommendations could potentially be
patentable.”® Additionally, open-source software could
be subject to the terms of the associated open-source
license, which may include restrictions or obligations to
make all modified source code publicly available.””

Because of these privacy and regulatory compliance
considerations, the responsible use of Al and robust data
privacy measures are imperative to upholding individual
privacy rights and protecting PIL.”® PII detection is the
process of identifying, categorizing, and redacting PII in

unstructured text such as phone numbers, email addresses,

and forms of identification.”® Building on the capabilities
of PII detection in identifying and redacting sensitive
information, companies can leverage a variety of Al and
data privacy measures to ensure compliance with data
privacy laws.8% For example, companies can utilize a
variety of Al-powered technologies, such as secure PII
extraction, information delivery matching, information
retrieval, and data availability, to comply with privacy
regulations.8! Secure PII extraction is the process of
identifying and extracting PII using AL.82 Secure PII
extraction searches for confidential information and
extracts it, thus shortening the process from information
input to secure server storage and enhancing data
privacy.®® This process allows an operator to protect
bettors’ PII by automatically redacting and marking PII
in available data records to prevent unauthorized access,
identify and respond to potential security threats, and
anonymize data, which in turn enhances data privacy
and security measures.3

When it comes to intersecting Al with sports betting, the
technology can take many forms from generative Al and
analytical Al to open and closed options.®® Generative
Al refers to deep-learning models that produce outputs
by anonymizing data, utilizing differential privacy to
protect PII from being identifiable, encrypting data, and
assessing data to comply with privacy regulations.8®
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Differential privacy refers to the process of protecting
data points from being identifiable or connected to

an individual by adding ‘noise’ to obscure personal
details.®” Analytical Al uses existing data to identify
correlations, patterns, and anomalies to calculate odds,
analyze bettors’ performance, and predict future game
results based on historical data.®8 As AI becomes more
prevalent in betting, operators should consider ethical
concerns and the effects on responsible gaming when
deciding which AI model is most effective.®9 For example,
operators may prefer closed Al models because the
technology’s algorithm is private, ensuring the privacy
of all data that operators aggregate and manage.®® On
the other hand, an open Al model is more adaptable and
cost-effective; however, the algorithm is open source,
which means that the model can be accessed by anyone
on the internet.®! Regardless, with Al-powered systems,
the future of betting is not just smarter and a more
personalized experience for the bettor but also effectively
protects bettors’ PIL.9?

CONCLUSION

To recapitulate, the utilization of Al in sports betting
is an effective solution to addressing data privacy and
protection concerns faced by not only the regulators
and operators, but bettors themselves. From bettors’
PII to athletes’ performance data, it is imperative that
this sensitive information is safeguarded. Al in betting
represents a fascinating convergence of technology,
data analytics, privacy, and gaming. In data protection,
AT algorithms can protect personal information and
maintain the integrity of personal data, while ensuring
compliance with privacy laws and betting regulations.
By harnessing Al in betting, operators can use cutting-
edge technologies for data encryption, anonymization,
and identity verification, helping to safeguard sensitive
information and ensure compliance with data protection
regulations. Lastly, with the recently proposed APRA,
which establishes national consumer privacy rights and
sets standards for data security, operators are even
more incentivized to begin implementing Al protectionist
models to ensure compliance and security of bettors’ PIl.=
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